Welcome to
WordUp Pompey!
15th November 2018

@wppompey

#wppompey — no hyphen!

Www.wp-pompey.org.uk

[About-wordpress-meetups/code-of-conduct/

Agenda

19:00 Networking

19:30  Practical Security Workshop
20:30 Q&A

20:45  Wrap Up

21:00 Social at Sovereigns
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RedIT WordPress plugins from @oikplugins
@reditcouk
Herb Miller
Scott McKeown says @herb miller
| _ @bobbingwide

I'll offer a 25% discount on Web Hosting or @sharedbigram

Virtual Servers to WordUp Pompey!
members entering wordup and checkout

(that's for life by the way, not once)

red

[Oik] bobbing wide

plugins



Practical Security Workshop

AT LONG LAST,
WE HAVE A SUFFICIENT QUANTITY
FOR EACH OF YOU TO HAVE HIS OWN
GUARD IT WELL!
THESE TUITS HAVE BEEN HARD TO COME BY
ESPECIALLY THE ROUND ONES.

A ROUND TUIT

THIS IS AN INDISPENSABLE ITEM {T WILL HELP YOU
TO BECOME A MUCH MORE EFFICIENT WORKER
FOR YEARS WE HAVE HEARD PEOPLE SAY
“FLL DO THIS WHEN | GET A ROUND TUIT". NOW

THAT YOU HAVE A ROUND TUIT OF YOUR
VERY OWN, MANY THINGS THAT HAVE
NEEDED TO BE ACCOMPLISHED
WILL GET DONE

Implementing practical security tips on https://WP-Pompey.org.uk

Wi
ith Herb, Drew, Scott... and anyone else who cares to contribute!
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True Story

My site was hacked last week!

Herb Miller



Contents

» Hosting - what can they do for you?
* Backup / Restore

* Two Factor Authentication

* Secu rity plugins — firewall and malware scanners
* Monitoring



Hosting — what can they do for you?

Backup & Restore

Control Panel: cPanel Plesk

Disk space

File permissions
Firewall: WAF
FTP

Git

GDPR policy
https

IP blocking
Let’'s Encrypt
Logs: access error
Managed
Monitoring

One-Click install / update
Passwords or PassPhrases?
Performance

PHP versions
phpMyAdmin

SSH

SSL

Softaculous

Staging

Support: 24/7 chat
Tutorials

WP-CLI



Backup / Restore

B | 5 Add Plugins « WordUp | X | 4+ = X
< — O m & www.wp-pompey.org.uk w ¥= 7. =
@ WordUp Pompey! o2 P & vPerformance  UpdraftPlus Howdy, dinlo .
Help ¥
& Dashboard Add Plugins  upload Piugin
(i) Jetpack
Search Results ~ Featured  Popular  Recommended  Favorites ~ | backup restore
;" Posts
05 Media 322 items 1 of 11| » »
= !
& Links . .
BackWPup — WordPress Backup Plugin Install Now UpdraftPlus WordPress Backup Plugin
|_. Pages . . . )
Schedule complete automatic backups of your WordPress More Details Backup and restoration made easy. Complete backups; More Details
® Comments installation. Decide which content will be stored (Dropbox, manual or scheduled (backup to Dropbox, 53, Google
i Drive, Rackspace, FTP, SFTP, email + others).
A Clinks UpdraftPlus
By Inpsyde GmbH By UpdraftPlus.Com, DavidAnderson
|= Meetups
» Appearance 817) Last Updated: 23 hours ago (2,828) Last Updated: 2 weeks ago
600,000+ Active Installations ¥ Compatible with your version of WordPress 1+ Million Active Installations v Compatible with your version of WordPress
X Plugins (2
Installed Plugins . i . . i i
Add N WordPress Backup and Migrate Plugin — Install Now Duplicator — WordPress Migration Plugin Install Now
ew
Backup Guard , - o ‘
i More Details WordPress migration and backups are much easier with More Details
Backup site, restore or migrate it wherever you need it. Duplicator! Clone, backup, move and transfer an entire site
o Users Backup to Dropbox, Google Drive, Amazon, OneDrive, FTP from one location to another.
£ Tools / SFTP to restore or migrate WordPress ... DuPUICATOR By Snap Creek
) By BackupGuard
Settings
(1,878) Last Updated: 4 weeks ago
SEO (664) Last Updated: 2 weeks ago 1+ Million Active Installations v Compatible with your version of WordPress
70,000+ Active Installations v Compatible with your version of WordPress

& Performance

1%, Insights



Two Factor Authentication

«3 | B Plugins < WordPress 5.0 bet; | ] phpMyAdmin practical-security.pdf £ Add Plugins < WordUp | X | B Index of / W Search Results for “wp back | + = X
& > O m & www.wp-pompey.org.uk w Y= 7. 1=
@ wordUp Pompey! &2 B =+ New & Performance  UpdraftPlus Howdy, dinlo [
Help ¥
#& Dashboard Add PIUglnS e e
@ Jetpack
Search Results  Featured Popular ~ Recommended Favorites Keyword ~ | two factor X

f Posts
q: Media 177 items 1 of6 | » »
% Links N
¢ Two-Factor Install Now Two Factor Authentication Install Now
B Ppages o N . - — )

Enable Two-Factor Authentication using time-based one- More Details Secure WordPress login with Two Factor Authentication - More Details
® comments time passwords (OTP, Google Authenticator), Universal 2nd supports WP, Woo + other login forms, HOTP, TOTP

Factor (FIDO U2F, YubiKey), email and ... (Google Authenticator, Authy, etc.)
f Clinks

By George Stephanis — By David Nutbourne + David Anderson, original plugin by
|™ Meetups Oskar Hane

59 Last Updated: 6 days ago
» R o (46) Last Updated: 2 weeks ago
5,000+ Active Installations ¥ Compatible with your version of WordPress ’

(4 Plugins (2 10,000+ Active Installations v Compatible with your version of WordPress

Installed Plugins

Add New Jetpack by WordPress.com Wordfence Security — Firewall & Malware | < update Now
Editor Scan
The ideal plugin for stats, related posts, search engine More Details More Details
& sers optimization, social sharing, protection, backups, security,... ",— -...‘_. Secure your website with the most comprehensive
: ‘ll' ‘I.f WordPress security plugin. Firewall, malware scan, blocking,
& I By Automattic _ .
¢ Tools Wordfence live.
Settings By Wordfence
(1,336) Last Updated: 6 days ago
20 1+ Million Active Installations v Compatible with your version of WordPress (3,292) Last Updated: 6 days ago

& Performance 1+ Million Active Installations v Compatible with your version of WordPress



Security

Firewall and Malware scanners
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Wordfence Security - Firewall & Malware
Scan

"—- '--u..“ Secure your website with the most comprehensive
(AL

Wordfence

WordPress security plugin. Firewall, malware scan, blocking,
live traffic, login security & more.

By Wordfence

(3.292)

1+ Million Active Installations

O Update Now

More Details

Last Updated: 7 days ago

v Compatible with your version of WordPress

Sucuri Security — Auditing, Malware Install Now
Scanner and Security Hardening ,
More Details

The Sucuri WordPress Security plugin is a security toolset
for security integrity monitoring, malware detection and
security hardening.
By Sucuri Inc.

(305) Last Updated: 4 months ago

400,000+ Active Installations

v Compatible with your version of WordPress

plugins

Howdy, dinlo .

Help ¥
Keyword ‘ security x
4,699 items 1 of 157 | » »
All In One WP Security & Firewall Install Now

A comprehensive, user-friendly, all in one WordPress More Details

security and firewall plugin for your site.

By Tips and Tricks HQ, Peter Petreski, Ruhul, vy

(806) Last Updated: 3 weeks ago

700,000+ Active Installations v Compatible with your version of WordPress

iThemes Security (formerly Better WP
Security)

Install Now

More Details

iThemes Security is the #1 WordPress Security Plugin

By iThemes

(3,813) Last Updated: 1 month ago

900,000+ Active Installations v Compatible with your version of WordPress



Monitoring

< Visualping: #1 Website . X ‘ + v = O X < ‘ B updown.io - Websitem X ‘ + v = O X
& =2 O ) B hitps://visualping.io w s 7. =& & — O n B https://updown.io Y s 7. =&

—~ visualping L = . : ] : updown.i(} Pricing

We monitor webpageSSCRE RN SIMPLE & INEXPENSIVE WEBSITE MONITORING.

Select an area and relax: We’'ll send you an email alert when something
changes |

£* 6,372,778,160 requests performed.

DUAL-STACK

Zero configuration dual-stack monitoring (IPv4/v6), same price.

FAST CHECKS
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https://visualping.io https://updown.io
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Security - Ato Z

Authentication — Two Factor
Backup: 3, 2 formats, 1 there
Core

Classic Editor

CDN as DNS: CloudFlare
Debug
DISALLOW_FILE_MODS
Delete: unused plugin
Disaster Recovery Plan
Editor

Encryption

Firewall

File permissions

GDPR

Gutenberg

.htaccess

https://www.siteground.com/wordpress-security-ebook

https:

http/2

Hosting

Insurance

IP Blocker
JavaScript
KeePass
LastPass

Limit logins
Lockdown uploads
Monitor

Nonce

OAuth

Privacy
Passwords / PassPhrases
Q clearance

REST

Settings

SSL: FORCE_SSL _LOGIN
Tracing / tracking
Updates — core, plugins,
themes, child themes
Users

Y

Web Application Firewall
WP-CLI

WP_DEBUG
X-Frame-Options
XMLRPC

You’re responsible!

z
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Complete the checklist

Purpose: Ensure wp-pompey.org.uk is Secure

Hosting TsoHost & Let’s Encrypt
Backup / Restore cPanel & UpdraftPlus
Two Factor Authentication Two Factor

Firewall and Malware scanner Wordfence

Monitor ?



Security Mantra - Ato F

Always
Be
Cautious
Don't
Ever
Foul Up



Coming up

15 Nov WordPress 5.0 beta 5

17-18 Nov WordCamp Edinburgh

19 Nov WordPress 5.0 RC1

27 Nov WordPress 5.0

6 Dec WordCamp Lille

20 Dec WordUp Pompey! — Xmas Special

2019 See https://wp-pompey.org.uk for initial proposals

Thanks again to our venue sponsor redIT
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